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DETERMINATION OF THE AUTHORITY

Employment relationship problem

[1] The applicant (Living Earth) alleges that the resfent (Mr Knight) has
breached the terms of a settlement agreement d@ateldrch 2010 and breached

statutory obligations of good faith. Mr Knight des the allegations.

[2] Living Earth employed Mr Knight as the Manager @$ iChristchurch
composting facility. The employment relationshigcame troubled and the parties
attended mediation on 2 March 2010 at which theged)y amongst other things, to

bring the employment relationship to an end onatetierms and conditions.

[3] Material terms of the settlement agreement betwkerparties were that Mr
Knight was to cease his employment on 30 March 20idthat he was to surrender

all company property in his possession on the teaition of the employment.
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[4] In addition, Mr Knight’'s written individual employemt agreement contained
the usual express terms such as the obligatiofligently and faithfully serve Living
Earth, to not use, divulge or communicate inforovatbelonging to Living Earth,
keeping confidential Living Earth’s information amibt copying Living Earth’s

property for personal use or the benefit of thiatties.

[5] The essence of Living Earth’s complaint is centoedan allegation that Mr
Knight, in breach of the foregoing obligations, sad Living Earth to purchase two
data sticks on his last day of employment and theemnloaded material belonging to
Living Earth on those data sticks so that he cwoaldove that material from Living

Earth’s premises when he ceased the employment.

[6] To remedy this alleged default, Living Earth séeter alia the return of the

compensatory payment made pursuant to the recosgtdément, the return of the
contribution to Mr Knight's costs, also from thecoed of settlement, the
reimbursement to Living Earth of its costs in tloeehsic analysis required in the
prosecution of the claim against Mr Knight togetlgth penalties for each breach

payable to Living Earth and solicitor client costs.
Non publication order

[7] Some of the matters put into evidence by the madwging the preparation for,
and the hearing of these proceedings are, or hightommercially sensitive. Living
Earth requested that the Authority make non putiinaorders in respect of such

material. That application is not opposed.

[8] Accordingly, pursuant to Schedule 2, clause 10(1)thee Employment
Relations Act 2000, the Authority directs that timeaterial listed below may not be
published:

(@) Appendices E, F, G and H attached to the affidavidence of Mr George
Fietje

(b) Annexures G, H, I, J and K to Mr Fietje’s wisisestatement of 5 November
2010

(c) Appendices 13 and 14 to Annexure C of the vgi$nstatement of Michael
Edward Spence dated 17 September 2010
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(d) Attachments 4 to 12 inclusive to Mr Knight'sdatibnal brief of evidence
dated 25 August 2011

Issues
[9] It will be convenient if the Authority considersetfollowing matters:
(@) Did Mr Knight purchase data sticks?
(b) Was data downloaded onto those data sticks?
(c) Did that data turn up on Mr Knight's personal congp@
(d) Did the data sticks get returned?

(e) Is there evidence of Mr Knight improperly using ing Earth

information?
Did Mr Knight purchase data sticks?

[10] It is common ground that on 30 March 2010, Mr Knighranged for Living
Earth to purchase two USB “Imation Swivel” devig¢égata sticks”). This date was

to be Mr Knight's last day in the employment.

[11] Again, it is accepted that Mr Knight personally wea the office products

supplier Office Max and picked the data sticks ugr Knight said in his evidence

that the reason that he did that was because heedvém copy on to the data sticks
material to be delivered to a Living Earth cliehat he had worked closely with, the
Christchurch City Council. The data that he wdsgaldly copying on to the data
sticks included the facilities operations manudbbging to Living Earth. In his oral

evidence to the Authority, Mr Knight emphasisedt tthee copying of material on to

the data sticks was required in order to asserhblenaterial for the client.

[12] However, Living Earth point out that ChristchurchityC Council never
received any information on data sticks, Mr Kni¢imnself said that the work was
never completed by him and despite Mr Knight's fggign that somebody else in the
organisation may have downloaded the material dfeeteft, there is no evidence
before the Authority to confirm that view althougre Authority is satisfied Mr
Knight's suggestion is perfectly feasible. Itige the person that Mr Knight thought

might have downloaded material on to the data sta&nied doing so in her oral
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evidence at the Authority’s investigation meeting there was other evidence heard

by the Authority which suggested any number offstefd access.

[13] However, even Mr Fietje, the General Manager ofingvEarth, readily
acknowledged that if Mr Knight was up to no goodd afor instance copying
documents for an illicit purpose, it would be mumdlore likely that he would have
concealed the purchase of the data sticks. Heisecommon ground that Mr Knight
arranged for the data sticks to be purchased omd.iZarth’s corporate account with
Office Max and even took the trouble to go to Gdfidax himself to collect the data
sticks personally. None of that behaviour justcdbgd suggests an improper motive
or any desire to camouflage the nexis between Mgttrand the purchase of the data
sticks. If Mr Knight had an improper purpose irtabing the data sticks, surely he
would have gone to the trouble of concealing theclpase and not being so plainly

connected to the acquisition of the data sticks.
Did confidential material get downloaded on to thelata sticks?

[14] Again, it is common ground that the evidence dsefothat on the day that the
data sticks were purchased, they were used to copydential material belonging to

Living Earth. In his evidence to the Authority, Mnight has this to say:

Thesghe means the data stickskre to be used to load data for the
revision of Facilities Operation Manual including na asset
management plan revision containing a large numbérdigital
photos to be given to the CQChristchurch City Council]

[15] Forensic analysis of the data sticks and anotheilasi device shows that a
significant number of files belonging to Living Harwere downloaded on to the
devices, but there were also a significant numbetteer files belonging either to the
Christchurch City Council or to Mr Knight personalin the sense that they were
email messages sent to or from his Living Earthieatress but also material such

as personal tax returns and GST returns and cluncuitae.

[16] It follows that of the two data sticks purchasedMy Knight using Living
Earth’s account at Office Max, both were used, ediog to the forensic analysis, to
download information on what was expected to be Kiright's last day of
employment and the information downloaded incluteth Mr Knight's personal

material and intellectual property belonging toihty Earth.
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[17] So while there is no question that property belogdio Living Earth was

downloaded on to the data sticks, the real quessiomhat purpose that copying of
material was to serve. A subsidiary question, égally important, is who was
responsible for the physical act of using the daitzks to copy the data. While it is
common ground that the evidence discloses thatidmmtfal material belonging to
Living Earth is on the data sticks, and Mr Kniglkekaowledges that his intention in
buying the data sticks was to enable precisely tbahappen ( but for a proper
purpose ), Mr Knight denies that he himself wapoesible for copying the data. He

says in his evidence to the Authority:

| did not download the files from Living Earth’spkp on 30th
March 2010 as alleged.

[18] The reason that Mr Knight did not download anythamgthat day was that, to
quote his oral evidence to the Authorityl, the information wasn't ready

[19] The fact remains that the forensic analysis ofdéia sticks confirms that the
range of material identified above was downloaded3® March 2010 and that that
material included a whole lot of personal mateoiaMr Knight's. In principle, there
is nothing improper in an employee removing persomaterial from an employer’'s
computer. What is puzzling in the present caskasgiven Mr Knight's denial that
he did not download anything on 30 March 2010, wias it then that downloaded
his personal material on to one of the data stichdr Knight himself in cross
examination at the investigation meeting acceptetl o one else would be likely to
be much interested in his personal information. Fughority considers that it is
possible that another staff member downloadedhallnaterial on Mr Knight's work

computer, using the data sticks, in the belief et what the data sticks were for.
What happened to the data sticks?

[20] The evidence is clear that the data sticks werehased by Living Earth,
collected by Mr Knight, and returned to Mr Knighttsffice at Living Earth in
Christchurch. Mr Knight says that he did nothingttier with them and that he left
them there when he ceased employment a few dagys lat

[21] That evidence is challenged by Living Earth’s wises. Ms Penny Joss, a
Claims Administrator with Living Earth in Christctaln, describes in her evidence to

the Authority how she arranged the order of theadsticks on Mr Knight's
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instruction, observed him leave the building andime with the data sticks and then
she says that she saw Mr Knight inserting the diatls into his computer. She says
they were in the computer faround half an houbefore Mr Knight removed them

and placed them in his pocket.

[22] There was a reasonably robust attempt to disturddds’ evidence by counsel
for Mr Knight and the Authority’s conclusion is thahile her views were honestly
held, a number of factors suggest some cautiofaiting too great a reliance on her
evidence. The first and most important is that éedence was only sought by
Living Earth in June or July 2010, that is somes¢hmonths after the events in
guestion. She made no contemporaneous notes cévirds at the time, for the
obvious reason that she was not then aware ofigmfisance of them. Ms Joss
described how a solicitor acting for Living Eartbok her to a café in June or July
2010sat me down and asked me a series of questibost the events of 30 March.

Ms Joss said that she remembered as much as dddromo that day.

[23] The witness also told the Authority, entirely ineady, that her brief of
evidence had been prepared by the lawyer and nlogiby

[24] Ms Joss told the Authority that she was certain 8aMarch was the day that
Mr Knight asked her to order the data sticks (amat tallies with the documentary
evidence before the Authority together with Mr Kimig own evidence), but that she
was ... not sure if he downloaded the material this days@me other day When

pressed by counsel for Mr Knight, Ms Joss was ewlgeunsure about what date

downloading took place.

[25] Finally, Ms Joss, in her evidence to the Authordigimed to have a clear line
of sight between her desk and Mr Knight's desk gadessome evidence about
sightlines being obscured by pot plants) but sklecdnfirm to the Authority that she

was working all the time that these events weregallily going on and was not just
occupied in watching what Mr Knight was or was dotng. She told the Authority

that principally she would have been typing dutimg period in question.

Did material from the data sticks get on to Mr Knight's personal computer?

[26] According to Living Earth’s computer expert, Mr kght accessed Living
Earth’s confidential information on his personahfe@computer via the data sticks. It
is suggested that this first happened in April 2016 order for this to happen of
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course, the data sticks would need to be in Mr Kisgpossession. Living Earth
invites the Authority to conclude that because tbeensic computer analysis
allegedly demonstrates that these data sticks e@reected to Mr Knight's personal
computer after the termination of his employment,Wight must have removed the

data sticks from the office.

[27] Mr Mike Chappell, a forensic computer consultangaged by counsel for
Living Earth, produced a table for the Authorityiatallegedly shows the dates and
times at which Mr Knight accessed material from tlve subject data sticks on his

personal computer.

[28] Mr Knight's evidence is first, that he used his qmral computer for work
purposes during the employment and accordinglyrgelaumber of Living Earth
documents would have been available to him on Wis computer. As a matter of
fact, Mr Knight was based for employment purpose<hristchurch, but lived in
Timaru and so there would have been a greater pegthps than usual for him to

have access to work material.

[29] As to the specific allegation that he accessedi#ta sticks in question using
his own computer after the employment ended, MmgKhpgave evidence via a fresh
brief of evidence dated 26 August 2011 in whichshgs that he received two data
sticks in the mail without any covering note otdet He says that these items arrived
in May 2010 and that what he did was connect thenhis personal computer,
establish that Living Earth material was on therd #ren send them back to Living
Earth in Christchurch. That evidence is inconsisteith the forensic consultant’s
evidence that Mr Knight's personal computer wasduse access Living Earth

material a month earlier in April though.

[30] Mr Knight told the Authority that at the time thiae received these two data
sticks in the mail, he did not think that they weéhe ones that he had purchased
earlier on 30 March. Notwithstanding that earli@ndusion, at the investigation
meeting Mr Knight thought that the data stickshiael received in the mail were in
fact the ones that he had purchased through Lizerth on 30 March.

[31] A further curiosity is that Mr Knight's evidenckdt he sent the data sticks he
had received by mail back to Living Earth, cannetdmnfirmed. This is because

Living Earth say they never received them, despiteKnight's contention that he
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couriered the data sticks back to Living Earth ot addressed to anyone in
particular. Ms Leslie Chisholm was the Office Adistrator at Living Earth in
Christchurch. Her evidence to the Authority waat tshe invariably opened the mail
coming in to the Christchurch office and that steswot absent during the period that
Mr Knight says he sent these items back. Ms Clnslscevidence is unequivocal that
she received no such package. Nor is there evedéom anybody else at Living
Earth in Christchurch that such a package wasvedei

[32] What Ms Chisholm does say, though, is that sheolcadsion to telephone Mr
Knight (with whom she had a good relationship apptly) on 7 May to tell him that
Living Earth could not find the data sticks whiah lhad authorised the purchase of on
30 March and Ms Chisholm asked Mr Knight if he knetere the data sticks were.
She remembers Mr Knight saying something to thecethat he had them and would
send them back. Mr Knight's evidence on the p@rthat he simply purchased two
new similar data sticks and sent them back. The&eece from Living Earth is plain
that that package was received from Mr Knight.

[33] Itis equally clear that the contents of that ek plays no part in this tale
because those data sticks were newly purchased li§night (on his own admission)

and were not in any way involved in the presenteedlings.
Were the subject data sticks returned to Living Eath?

[34] We have already established that Mr Knight's evadeis that he returned to
Living Earth two separate packages of data stioks, in response to Ms Chisholm’s
telephone call to him of 7 May when he returnechtiraew data sticks without any
information stored on them, and one in relatiomi®evidence that he received data
sticks with information on them relating to Livirkgarth in the mail and simply sent

them back.

[35] Of those two sets of data sticks, the brand new slitks without information
on them play no part in this story and the othea déicks which Mr Knight says he
returned to Living Earth were apparently neverereed so the Authority can take

that episode no further.

[36] However, the data sticks purchased by Living Eaoth Mr Knight's
instruction on 30 March 2010 did turn up. They evéwund in the flammable store

container at the Christchurch Living Earth site ®™November 2010. Mr Lance
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Flack, who had become the Christchurch Managerivihdy Earth after Mr Knight,
received a call on that morning from Mr Fietje wiodd him that two text messages
had been received by a staff member indicating /ltbese data sticks would be
found. Mr Flack went down to the flammable stooatainer (which apparently was

maintained unlocked) and found the items.

[37] They were subjected to forensic analysis by Mr @le#ipwho identified first
that each of the connection plugs had been detd#lgrdamaged, presumably to try to

prevent access to the data on them.

[38] Of the three data sticks found in the flammablaestoontainer, two were
identified as the two purchased by Living Earth lin Knight's instruction on
30 March and the third one was unrelated to thegmieproceedings and indeed had
no data on it. Notwithstanding that, the corrupteth stick was equivalent to a data
stick that was connected to the computer used bYXMght at Living Earth but had
first been connected to that computer more tharmbaths before the events in

contention.

[39] The real question is how the data sticks got iheoflammable store contained
in the first place. Living Earth encouraged thethfarity to conclude that Mr Knight
or his agent put them there in order to somehowemthriving Earth off the scent. Itis
suggested that the damage to the connecting pdheaflata sticks was done in the
belief that that would prevent the data sticks frbeing read. Further, so the
argument goes, because Living Earth would by there received its data back (by

the return of the data sticks) it might be persdadeake matters no further.

[40] Butthat argument is completely implausible. If Kinight had wished to, as it
were, cover his tracks, it would have been far nsamsible for him to have ensured
that the data sticks got nowhere near Living Eartfir Knight, although not as
computer literate as a younger person might bearlgiehad some considerable
knowledge of computer use and it seems inconceavidiait he would have imagined
that by returning data sticks with damaged connesgctdving Earth would not have

been able to decipher what was on those data stiégkkad chosen to.

[41] Accordingly, I reject Living Earth’s contention that regard, as completely
fanciful. In the Authority’s view, it is much morékely that somebody else,

unconnected to Mr Knight, returned the data stitkshe storage shed either in a
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mistaken belief that it would assist Mr Knight dteanatively in the belief that it

might get him into trouble.
Did Mr Knight use any information improperly?

[42] It is absolutely clear from the evidence before Awthority that Mr Knight
has never been identified to make improper usenpfod the confidential information

belonging to Living Earth.

[43] Mr Knight's unchallenged evidence is that he hactoetinuing interest in the

particular nature of Living Earth’s business, hasl mo contact with Living Earth’s

clients since the termination of his employment, comtact with the construction

company involved in the project, and his employmemtinues elsewhere (remote
from Christchurch) and in a different field entyrel

[44] It follows that if Living Earth’s conclusions are be believed, Mr Knight has
gone to a huge amount of trouble (but with the gsarespect, in a manifestly
incompetent way) to copy confidential informatioarh its source and retain it for no
apparent purpose whatever. That seems an extnaoydi strategy to adopt for a

plainly intelligent man.
What can the Authority conclude?

[45] Living Earth want the Authority to accept that Mnight has been
fundamentally dishonest, that his evidence wassud of lies made up to protect
himself and that his credibility in this matterilsquestion. The Authority does not
agree. In the Authority’s view Mr Knight presenteabs straightforward and
honourable, if significantly bemused by the variallsgations flung at him.

[46] Mr Knight said he bought the data sticks for wotkgmses, did not download
anything onto them and left them in the office witnés employment ceased. Living
Earth’s evidence of Mr Knight being seen downlogdinaterial onto the data sticks,
and removing the data sticks from the office wadgossly undermined at the
investigation meeting and the Authority prefers twmtely on it. On the balance of
probability, the Authority’s view is that Mr Kniglist evidence on these aspects is
truthful. As has already been noted, if Mr Knigkds determined to misuse company
property, surely he would have had the sense naojpenly buy data sticks on the

company account.
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[47] The forensic analysis seems to suggest that the statks were used by
someone to copy material from the computer thakkight used at Living Earth,
and, if the computer clock is correct, this hapgena 30 March. But there is no
evidence before the Authority that that someone Madnight; all the forensic
evidence suggests is that someone dumped all ttee fdam Mr Knight's work
computer onto the two data sticks that were sulesgtyuidentified as the two that
Mr Knight purchased. There is nothing to suggeat someone was him save for the
evidence of Ms Joss which the Authority has alremdycated it prefers not to rely
on. Mr Knight's own evidence is unequivocal, thatdid not copy the data. One of
Living Earth’s witnesses maintained that anyoneluding Auckland head office
staff, had access to Mr Knight's office when he waxt there, and by his own
evidence Mr Knight habitually left his computer ogting when he was away. If, as
seems likely, the download did happen on 30 Matblaf was supposed to be
Mr Knight's final day and he says he was in and alitday (although that is
challenged by Living Earth’s witnesses) but it @mmmon ground that there were

farewell functions for him that day, which he atted, leaving his office vacant.

[48] Next, Living Earth started a search for the twoadaticks purchased on
30 March which resulted in a call to Mr Knight ah$ response by sending in two
brand new data sticks. More or less contemporamgols Knight says (and the

Authority accepts) that the two data sticks orifinpurchased on 30 March were
sent to Mr Knight's home. Living Earth proteststithat Mr Knight sent brand new
data sticks when first asked about them, as if il\@bmehow suspicious. But it is
consistent with his evidence that he bought thedata sticks on 30 March and they
were not used by him; he may well have thouglgoad will gesture to a former

employer, as he once described it, was appropifidfee originals had been lost.
Second, Living Earth doubt that Mr Knight receivib@ two used data sticks in the
mail, and they derive comfort from the fact thabgb used data sticks, which
Mr Knight says he returned to Living Earth neveowbd up. But they did turn up at
Living Earth eventually, months later in the flanirtea store container at Living

Earth’s Christchurch premises. None of what we vknig inconsistent with

Mr Knight's evidence that he had them sent to hymtail, that he ascertained what

they were, and then sent them back to Living Earth.

[49] Finally Mr Knight denies that he is responsible portting the used data sticks
into the flammable store container at Living EastiChristchurch facility. Again,
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why would he do this if he was trying to avoid gwrutiny of his former employer?
It seems far more likely that his return packagéhefused data sticks was intercepted
by someone at Living Earth and placed in the flammatore container at some
appropriate point. Certainly it would have beenrfeore difficult for Mr Knight (as
someone not still connected with Living Earth) tage the package in the flammable

store container; Mr Knight worked in a differentycand lived in another city again.

[50] But even if this suggested analysis is mistakethgeiin whole or in part, the
fact remains that there is no evidence that Mr Khigiisused any information
belonging to Living Earth. The most that can blegdd for the employer is that
Mr Knight may have had access to material ownedhgy employer (and that is
denied) but there is nothing to suggest he didrangtimproper with that material.
And the Authority is satisfied that is fatal to ing Earth’s claim. The essence of
their allegations is that he breached his statufaty of good faith and his contractual
duties in regard to confidentiality. Dealing withe latter first, the confidentiality
clause in his employment agreement proceeds ofottmg that the employee may
not, after the employment, convey details of theleyer's business to others, make
copies of the employer’'s documents for the emplsyean use or the use of third
parties. There is no evidence before the Authahgt Mr Knight has done any of
those things. At worst, if Living Earth’s view t® be preferred, he has retained
material but there is no evidence he has used #@rg purpose which would seem to

be required by the plain words of clause 13.3:

This also includes an undertaking not to copy ahyhe above
material for personal use or use by any other uharited

persons.

[51] In relation to the wider allegation of a breachstétutory good faith, the
Authority is not persuaded that the claim is madeeither. InNorthern Distribution
Union v Carter Hold Harvey LtfR011] ERNZ 822, a full bench of the Employment

Court said:

Good faith has more to do with notions of hondsankness and
what lawyers callbona fidesrather than adherence to legal
rules... Good faith is more about the spirit thaa tétter of the

law.
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This is a case where, on the Authority’s analyisye is no evidence of a lack of
bona fidedby Mr Knight. There is nothing suggestive of dmisness nor any attempt
to mislead. Nothing Mr Knight has been shown toehaone could properly be
judged as undermining his basic duty of fidelityddiair dealing. Even on Living

Earth’s analysis of Mr Knight's behaviour, therestsll no evidence that Mr Knight

has done anything improper with the material they Ise has illicitly retained, either
for his own purposes or for the benefit of thirdt@s. In those circumstances, it is
difficult to conclude that Mr Knight has breachers kuties, duties which, on Mr

Knight's evidence, he took most seriously. In #hasrcumstances then, the
Authority’s judgement is that the spirit of thevas referred to by the Employment
Court in judgement just referred to, is with Mrigint.

Determination
[52] Forreasons earlier advanced, Living Earth’s clagainst Mr Knight fails.
Costs

[53] Costs are reserved.

James Crichton
Member of the Employment Relations Authority



